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Confidentiality 

Where indicated by its security classification above or below, this document includes 

confidential or commercially sensitive information and may not be disclosed in whole or in 

part, other than to the party or parties for whom it is intended, without the express written 

permission of an authorised representative of CHC Direct Ltd.   

Disclaimer  

This document has been prepared solely for use in relation to CHC Direct Ltd. and its 

Associates have no duty of care to any third party, and accept no responsibility and disclaim 

all liability of any kind for any action which any third party takes or refrains from taking on 

the basis of the contents of this document. 

DO NOT USE THIS DOCUMENT IN PRINTED FORM WITHOUT FIRST CHECKING IT IS THE 

LATEST VERSION 

The definitive versions of all relevant policies, SOPS and documents appear within the 

protected shared drive not in printed form, to ensure that up to date versions are used. If 
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you are reading this in printed form check the version number and date below is the most 

recent one as shown in the above electronic formats. 
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1. Introduction   

Data Protection Impact Assessments (DDPIAs) are a tool which can help organisations 

identify the most effective way to comply with their data protection obligations and meet 

individuals’ expectations of privacy. An effective DPIA will allow organisations to identify and 

fix problems at an early stage, reducing the associated costs and damage to reputation 

which might otherwise occur. DDPIAs are an integral part of taking a privacy by design 

approach. 

What is “Data Protection” by design’? 

Data Protection by design is an approach to projects that promotes privacy and data 

protection compliance from the start. Unfortunately, these issues are often bolted on as an 

after-thought or ignored altogether. 

Although this approach is not a requirement of the Data Protection Act, it will help CHC 

Direct comply with their obligations under the legislation. 

CHC Direct will ensure that privacy and data protection is a key consideration in the early 

stages of any project, and then throughout its lifecycle. For example when: 

 building new IT systems for storing or accessing personal data; 

 developing legislation, policy or strategies that have privacy implications; 

 embarking on a data sharing initiative; or 

 Using data for new purposes. 

CHC Direct will integrate core privacy considerations into existing project management and 

risk management methodologies and policies. 

2. Objectives  

This Policy will ensure that:  

 The DPIA process is a flexible one that can be integrated with CHC Direct’s existing 

approach to managing projects. The time and resources dedicated to a DPIA should be 

scaled to fit the nature of the project. 

 a DPIA should begin early in the life of a project, but can run alongside the project 

development process 

 a DPIA should incorporate the following steps: 
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o Identify the need for a DPIA 

o Describe the information flows 

o Identify the privacy and related risks 

o Identify and evaluate the privacy solutions 

o Sign off and record the DPIA outcomes 

o Integrate the outcomes into the project plan 

o Consult with internal and external stakeholders as needed throughout the process. 

3. Scope 

This document applies to all those working within or on behalf of CHC Direct Ltd. 

 CHC Direct Directors 

 CHC Direct Partner Organisations 

 CHC Direct Integrated Governance Committee Members 

 CHC Direct IT Supplier Organisations 

4. Definitions of Projects which might require a DPIA 

 A new IT system for storing and accessing personal data. 

 A data sharing initiative where two or more organisations seek to pool or link sets of 

personal data. 

 A proposal to identify people in a particular group or demographic and initiate a course 

of action. 

 Using existing data for a new and unexpected or more intrusive purpose. 

 A new surveillance system (especially one which monitors 

members of the public) or the application of new technology to an existing system (for 

example adding Automatic number plate recognition capabilities to existing CCTV). 

 A new database which consolidates information held by separate parts of an 

organisation. 

 Legislation, policy or strategies which will impact on privacy through the collection of 

use of information, or through surveillance or other monitoring. 

5. Roles and Responsibilities  

Project Management Team 

The team responsible for the overall implementation of a new project will play a central role 

in the DPIA process. 

Data Protection Officer (DPO)/ Senior Information Risk Officer (SIRO)/IG Lead 
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CHC Direct has a dedicated DPO, who will initiate a DPIA. Even if someone else is managing 

the project the DPO and SIRO will be able to provide specialist knowledge on privacy issues, 

 

IT Engineers, Developers and Designers – External Providers 

The people who will be building a product need to have a clear understanding of how to 

approach privacy issues. They will also be able to suggest workable privacy solutions to the 

risks which have been identified. 

 

Information Technology (IT) Service Providers – Cardium Outsourcing Ltd and Egress Switch 

Will be able to advise on security risks and solutions. The role of IT is not limited to security, 

and might also include discussions on the usability of any software. 

 

Procurement 

 If any project requires systems or services to be procured, the needs of the project need to 

be established before procurement takes place before the solution is agreed. 

 

Potential suppliers and data processors 

If some of the project will be outsourced to a third party, early engagement will help to 

understand which options are available. 

 

Communications 

A DPIA can become a useful part of a project’s communication strategy. For example, 

involving communications colleagues in the DPIA can help to establish a clear message to 

the public about a project. 

 

Customer-facing roles – Associate Assessors; Administrators; Directors; Partner Organisations 

It is important to consult with the people who will have to use a new system or put a policy 

into practice. They will be able to advise on whether the system will work as intended. 

 

Integrated Governance/Compliance 

CHC Direct Directors who work on risk management will be able to integrate DDPIAs into 

their work. Other areas of compliance can be included in the DPIA process. 
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Research, Analysis and Statistics 

Information gathered by a new project may be used to analyse customer behaviour or for 

other statistical purposes. Where relevant, consulting with Customers can lead to more 

effective safeguards such as anonymisation. 

 

CHC Direct Directors 

CHC Direct Directors will have responsibility for signing off or approving a project and 

initiating a DPIA 

6. Procedures 

6.1 Initial Data Protection Impact Assessment Questions 

The questions are intended to help CHC Direct decide whether a DPIA is necessary. A 

positive answer to any of these questions is an indication that a DPIA would be a useful 

exercise. Answers can be expanded as the project develops if necessary. 

Questions can be adapted to develop a screening method which fits more closely with the 

type of project being assessed. 

6.1.1 Will the project involve the collection of new information about individuals? 

6.1.2 Will the project compel individuals to provide information about themselves? 

6.1.3 Will information about individuals be disclosed to organisations or people who have 

not previously had routine access to the information? 

6.1.4 Are you using information about individuals for a purpose it is not currently used for, 

or in a way it is not currently used? 

6.1.5 Does the project involve you using new technology which might be perceived as 

being privacy intrusive? For example, the use of biometrics or facial recognition. 

6.1.6 Will the project result in you making decisions or taking action against individuals in 

ways which can have a significant impact on them? 

6.1.7 Is the information about individuals of a kind particularly likely to raise privacy 

concerns or expectations? For example, health records, criminal records or other 

information that people would consider to be particularly private. 
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6.1.8 Will the project require you to contact individuals in ways which they may find 

intrusive?  

6.2 Completion of the Data Protection Impact Assessment Template 

6.2.1 In the event that it is established that a Data Protection Impact Assessment is 

required the CHC Direct or Partner Organisation Director will completed the Data 

Protection Impact Assessment Template with the assistance of the relevant internal or 

external personnel. This document can be found in Appendix Three. 

6.2.2 The Project Plan or Proposal together with the Data Protection Impact Assessment 

Template will be tabled at the next Integrated Governance Committee Meeting for 

discussion and sign off. 

7. References 

7.1 The embedded document entitled Information Commissioner’s Office Data Protection 

Impact Assessments 2018 has been used to complete this CHC Direct Policy and should 

be referred to when completing any Data Protection Impact Assessment. This document 

can be found in Appendix Three. 
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Appendix 1 - About this Document 

Document Development 

Version: Date: Author(s): Author Approval 

(Y/N): 

0.01 19.03.2017 Joanna Hirst Y 

0.02 19.03.2019 Joanna Hirst Y 

 

Change Control   

Version: Author(s): Summary of Changes: 

0.02 Joanna Hirst GDPR Update and name change. 

   

 

Document Review Control (For Draft Versions Only) 

Name of Reviewer: Designation: Date of Review: 

   

   

 

Ratification by the CHC Direct Integrated Governance Committee Team 
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Appendix 2 – Equality Impact Analysis 

An Equality Impact Analysis has been undertaken in line with the Equality Act 2010, the 

Human Rights Act 1998 (see below). No potential to discriminate was shown. 

On the contrary, the proposal has been designed in collaboration with key 

stakeholders/patient representatives to improve patient experience, access and the 

preservation of patients’ privacy and dignity. This includes the experiences of those with 
protected characteristics. 

  Yes/No Comments 

1 Does the proposal show any 

potential to discriminate, with 

regard to the following 

characteristics: 

  

 Disability – learning disability, 

physical disability, sensory 

impairment, mental health 

problems 

N  

 Sex 
N 

 

 Age 
N 

 

 Race 
N 

 

 Sexual orientation 
N 

 

 Pregnancy and maternity 
N 

 

 Religion or belief 
N 

 

 Gender re-assignment 
N 

 

 Marriage or civil partnerships 
N 

 

 Carers 
N 

 

 Human rights N  

2 Is there any evidence that some 

groups are affected differently? 

N  

3 If you have identified potential N/A  
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discrimination, are any exceptions 

valid, legal and/or justifiable 

4 Is the impact of the proposal likely 

to be negative? 

N  

5 If so, can the impact be avoided N/A  

6 What alternatives are there to 

achieving the proposal without the 

impact? 

N/A  

7 Can the impact be reduced by 

taking different action? 

N/A  
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Appendix 3 – Privacy Impact Assessment Templates  

FORM 23.0 Privacy 
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